
Digitalisation of Finance:
Towards Data Exchange Standards 

and Interoperability

Suppor�ng organiza�on:Co-hosted by:

Blockchain 

8-11 April 2025

10 April
Intelligence Forum

Under the High Patronage of the 
President of the Chamber of Deputies 

and the Romanian Government

Palace of Parliament, Bucharest



Motivation. 

Blockchain Intelligence Forum: 10 April 2025

1

The growth of financial asset tokeniza�on, the expansion of opportuni�es for market abuse in crypto-
assets trades and the use of cryptoassets to perform or facilitate illicit ac�vity have given rise to the need 
for blockchain intelligence, to both extract and analyze blockchain transac�on data for use in financial 
services supervision and law enforcement. However, blockchain intelligence and the training of how to 
inves�gate blockchain transac�ons has predominantly been performed manually, relying on tools and 
training provided by blockchain intelligence vendors. 

For example, law enforcement agencies use blockchain intelligence tools to trace funds with illicit 
origins back to known cryptoasset exchanges, enabling them to issue informa�on requests. Similarly, 
major cryptoasset industry players u�lize these tools to meet compliance requirements and adhere to 
an�-money laundering (AML) regula�ons. However, it has become evident that such manual 
inves�ga�ons can no longer keep up with the rapidly increasing volume and complexity of blockchain 
data, nor can it provide macro data that is fundamental for making economic decisions, or for a day 
when most assets have become tokenized. 

As the use of blockchains for asset tokeniza�on and cross-border payments increases, there is a pressing 
need to develop be�er blockchain intelligence, and integrated, interoperable solu�ons to deal with the 
challenges and opportuni�es afforded by blockchain technology. 
Law enforcement is now facing a growing number of cases, which can no longer be managed manually 
and regulators and policymakers have few if any tools to deal with the rising number of tokenized assets. 

Supervisors overseeing cryptoasset service providers (CASPs) are dealing with an influx of data, and 
with the rise of decentralized finance (DeFi) services - o�en deeply nested and challenging to analyze 
manually - the need to rethink blockchain intelligence has become clear. 

This shi� calls for reimagining blockchain intelligence as a data science task, leveraging advanced tools 
and techniques to manage the increasing data volumes and complexity, and subject to rigorous and 
resilient tes�ng methodologies, to ensure the methods are sound. 

Consequently, data availability, accessibility and interoperability will be essen�al for efficient and 
effec�ve blockchain intelligence in the future. As a result, we must consider a more systema�c and 
standardized approach that enables stakeholders to exchange relevant on- and off-chain data in a safe, 
secure and accessible forum, that shares intelligence which enables regulators, policymakers, financial 
ins�tu�ons, compliance professionals and law enforcement, to make be�er decisions.

We are pleased to announce, on the occasion of the opening of this forum, the establishment of a 
working group aimed at introducing a new occupa�on—Blockchain Analyst—into Romania's 
Classifica�on of Occupa�ons as well as in the European Skills, Competences, Qualifica�ons and 
Occupa�ons (ESCO) framework. This ini�a�ve is grounded in the latest developments in the labor 
market, reflec�ng the growing adop�on of blockchain technology across various sectors such as finance 
& banking, healthcare, iden�ty management and beyond. The challenges inherent in this endeavor 
stem from the complexity of the field and the mul�faceted exper�se required of a blockchain 
intelligence professional. This role demands proficiency in cryptography, economics, legal frameworks, 
cybersecurity, and data analysis.

The need for this occupa�on arises from the increasing demand for specialists capable of analyzing 
blockchain data, iden�fying trends, and preven�ng fraud. Professionals in blockchain intelligence play a 
cri�cal role in compliance, monitoring and mi�ga�ng risky or illegal ac�vi�es by detec�ng pa�erns and 
analyzing transac�ons within vast volumes of data.



Goal. 

  h�ps://github.com/graphsense/graphsense-tagpacks

  h�ps://misp-galaxy.org/interpol-dwva
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Previous work. 
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The need for data exchange and interoperability emerged in the law enforcement sector several years 
ago. In response, the team behind the open-source cryptoasset analy�cs pla�orm GraphSense defined 
a structured format for exchanging a�ribu�on tags - metadata that provides contextual informa�on, 
such as ownership details, for specific cryptoasset addresses. This work was done in close collabora�on 
with INTERPOL, leading to the development of the TagPacks format, which is now widely used by 
various stakeholders for interoperable data exchange.  

While this standard enables metadata interoperability on a syntac�c and structural level, it soon 
became clear that seman�c interoperability was also necessary. Consequently, mul�ple ins�tu�ons 
collaborated on defining the INTERPOL Dark Web and Virtual Assets Taxonomy (DWVA), which has since 
been adopted by MISP . The GraphSense TagPack format and the INTERPOL DWVA taxonomy are now 
integrated and u�lized across a range of tools, enhancing consistency and collabora�on in blockchain 
intelligence.

The prolifera�on of crypto-asset payment tokens such as stablecoins (e-money tokens in the EU) and 
their use in cross-border transfers of value has also underscored the need for authori�es to be equipped 
with an understanding of their workings, as well as the tools to supervise their impact on their 
economies. 

Everything from capital flight to money laundering, sanc�ons to tax evasion, can and is facilitated by 
unregulated e-money tokens and it is essen�al that authori�es not only have an adequate 
understanding of the challenges posed by these developments, but also the necessary tools to oversee 
their impact and manage their use.  

The goal of the forum and the proposed sessions and workshops is to establish the appropriate 
framework to facilitate discussion about the importance of common data exchange and interoperability 
standards within the digitaliza�on of finance and especially the blockchain intelligence space. 

Building on lessons learned in both financial services and law enforcement, the forum will bring 
together stakeholders from diverse fields to gather their requirements and insights. The ul�mate aim is 
to ini�ate a broader standardiza�on effort, resul�ng in universally adopted data formats and 
taxonomies that can be applied across mul�ple sectors.

Invita�ons have been sent to most of the blockchain intelligence companies (Archibald Intelligence, 
AML Bot, Blockchain Intelligence Group, Caudena, Chainalysis, ChainArgos, Crystal, Ellip�c, 
GlobalLedger, Iknaio, Lukka, MerkleScience, TRM Labs), allowing them to suggest for the agenda a case 
study, a workshop and a delegate in at least one of the panels. The CEO of every company was also 
invited to join the panel & fireside chats on data exchange standards and interoperability.



Opening remarks:

Victor Vevera, General Director, Na�onal Ins�tute for Research and Development in 
                           Informa�cs – ICI Bucharest

Alexandru Petrescu, President, Financial Supervisory Authority

Na�onal Bank of Romania delegate [TBC]

Romanian Government delegate [TBC]

 
Details: Key decision makers will open the Blockchain Intelligence Forum and share why this 
year's DISB is different, given the dedicated day to cover all issues pertaining to blockchain 
intelligence, why it ma�ers, how it can transform business and the opportuni�es as well as 
challenges for businesses, regulators and authori�es.  
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Keynote speech: Digitalizing Finance to Boost Economic Growth – Naviga�ng Threats 
                                and Opportuni�es

  Nico Di Gabriele – Senior Team Lead, European Central Bank.Speaker:  

Details: A journey through the implica�ons of digitaliza�on of financial opera�ons: from 
the emergence of ver�cally integrated players (Mul�func�on Crypto-intermediaries - 
MCIs) to tokeniza�on of tradi�onal assets and increased role of data in our society. 

  The digitaliza�on of finance has already brought some benefits to our society - but likely we 
have taken the low hanging ones – though the most promising opportuni�es lay ahead of 
us and the path to translate them into drivers for economic growth is quite long and 
complex.

Keynote speech: Emerging Supervisory Frameworks for Stablecoin Issuance - 
Challenges and Opportuni�es

  Speaker: Skyler Pinna, Skyler Pinna, Director and Technical Advisor, New York State 
Department of Financial Services

  Details: New York published the first guidance specific to the issuance of U.S. Dollar 
stablecoins in 2022 and many other jurisdic�ons have since followed with their own 
guidance and regulatory requirements.  While common core principles are largely shared, 
each framework has its own nuances that may present challenges for global compliance.  
This brings the ques�on - can stablecoins maintain their fungibility globally if subjected to 
at �mes varying requirements?  And how can regulators work with and learn from one 
another in this rapidly emerging space?

Keynote speech: Blockchain Intelligence Training for the World of Digitalized Finance

 Patrick TanSpeaker: , General Counsel, ChainArgos and Co-founder, Blockchain 
Intelligence Academy

 

Details: As the tokeniza�on of financial assets sweeps across the world, and illicit actors 
u�lize the anonymity of the blockchain to play their cra�, there is a pressing need for well-
trained blockchain intelligence professionals to interpret transac�on data. 

09:00

09:20

09:20
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In this keynote speech, Patrick will talk about the challenges facing the current state of 
blockchain intelligence training, the need to develop consistent standards and 
methodologies grounded in science and math, and the value of blockchain intelligence 
training to achieve these goals.  

Keynote speech: Introducing the Blockchain Intelligence Centre of Excellence  

Speaker: Dr Paul Gilmour -  Senior Lecturer in Economic Crime, and Lead of the 
Economic Crime Research Group, University of Portsmouth.

Details: The University of Portsmouth is pleased to announce the Blockchain Intelligence 
Centre of Excellence (BICE), a new research and teaching partnership with the Blockchain 
Intelligence Academy (BIA). Together they aim to professionalise the Blockchain 
Intelligence field through scien�fically rigorous professional training programmes for 
global stakeholders, including law enforcement, prosecutors, industry professionals and 
students.

Keynote speech: Towards interna�onal Police coopera�on – technical perspec�ves

  Vincent Danjean, Head of Laboratory, INTERPOLSpeaker:  

   Details: Solu�on providers are greatly contribu�ng to the understanding of the 
transac�ons and actors involved in public ledgers. However, for tackling interna�onal 
crime, we need a global vision and a much improved interoperability. For instance in 
ra�onalizing the results obtained with clustering heuris�cs and a way for police to securely 
exchange on their knowledge of criminal actors exploi�ng ledgers and smart contracts.
The INTERPOL Innova�on Centre and the Financial Crime and An�-Corrup�on Directorate 
embark on a journey to tackle discrepancies, interoperability, taxonomies and secure 
police data querying.

Presenta�on: Strengthening interna�onal Police coopera�on to combat cyber-
enabled financial crime

      Peter Whi�onSpeaker: , Criminal Intelligence Analyst, Financial Crimes and An�-
corrup�on Centre, INTERPOL 

Details: This presenta�on will focus on the cri�cal role of law enforcement in comba�ng 
such crimes, the interna�onal coopera�on mechanisms and tools that enable tracking, 
freezing and seizure of illicit assets across mul�ple jurisdic�ons.

Presenta�on: Lessons Learned from Standardizing Crypto-asset A�ribu�on and Data 
Exchange 

Speaker: Dr. Bernhard Haslhofer, Co-founder Iknaio and CryptoFinance research group 
lead  at the Complexity Science Hub Vienna, Austria

Details: Five years ago, TagPacks were introduced to address the growing need for 
structured and standardized data exchange in law enforcement inves�ga�ons involving 
cryptoassets. Now, they play a central role within the GraphSense Open Source Cryptoasset 
Analy�cs pla�orm, providing a standardized data structure for packaging and sharing 
a�ribu�on tags in a format that is both interoperable and machine-processable. 
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